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W e i s e r ’ s  V i s i o n :  2 0  Y e a r s  L a t e r

Ubicomp systems at 20: 
Progress, opportunities, 
and Challenges

T wenty years ago, Mark Weiser 
set forth his compelling vision 
of ubiquitous computing (ubi-
comp),1 giving rise to a rich, 
multifaceted research area. This 

community has spawned several major confer-
ences, journals, and magazines, including IEEE 
Pervasive Computing 10 years ago. At this mile-
stone, we take stock of where ubicomp systems 
research has journeyed and postulate the major 
challenges for moving forward.

Reflecting on the challenges 
facing ubicomp systems in or-
der for them to become truly 
ubiquitous, we use work taken 
from the research literature as 
exemplars of what has been 
achieved and emphasize the ar-
eas where there aren’t yet suf-
ficient solutions. We then pres-

ent some opportunities for leveraging emerging 
industrial trends that could greatly hasten wider 
ubicomp deployment and discuss two remain-
ing challenges relating to the payment and man-
agement of ubicomp services.

the original Vision
Let’s first review the early notions of ubicomp—
those that inspired our community and that 
we’re ostensibly trying to realize. For the sake 
of brevity, we outline two key visions—calm 

computing and ambient intelligence—although 
there are innumerable projects, each posing 
their own forecasts of technological futures 
with varying degrees of specificity and of align-
ment with these two.

Weiser’s Calm, integrated World
In 1991, Weiser envisioned a world where in-
teraction occurs with everyday—but computa-
tionally augmented—artifacts through natural 
interactions, our senses, and the spoken word.1 
As Weiser described, “Sal’s” alarm clock senses 
when to interact with her to trigger the brewing 
of coffee; augmented-reality window displays 
add first to her perception of her neighborhood’s 
movements and then to the activity of her re-
mote colleagues. It’s a calm world where infor-
mation seamlessly moves in and out of attention 
as automation gives way to human interaction.

Weiser also envisioned the digital and physi-
cal being tightly integrated: Sal locates a miss-
ing manual by virtue of its embedded tag, and 
her “foreview mirror” helps her transit to work 
and park more efficiently. Particularly radi-
cal at the time, Sal accesses not one computer 
but many, and these work together as a single, 
seamless entity. Sal customizes her environment 
using computational “tabs” that are intention-
ally shared—she has a view of her colleague 
Joe’s tab that she can bring into focus if need 
be. The environment is also programmable—Sal  
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programs the “telltale” by the door to 
alert her when fresh coffee is brewed.

It’s a future where computation aug-
ments the senses. Furthermore, the  
interconnectedness of information, the 
environment, and devices enables them 
to work in concert to support everyday 
life—for convenience and enhanced 
productivity.

the ambient Home of 2020
Similarly, stemming from an attempt to 
predict the user-friendly home of 2020, 
the Information Society Technolo-
gies Advisory Group’s (ISTAG’s) 2001 
“Scenarios for Ambient Intelligence in 
2010” envisioned ambient intelligence 
(AmI), in which devices support ubiq-
uitous information, communication, 
and entertainment.2 AmI emphasizes 
similar views of efficiency and user em-
powerment: “Maria” is identified by 
“the ambient” and walks effortlessly 
through airport security.

AmI implies a similar level of digital-
physical integration to calm computing 
but has a more concentrated idea 
of proactive services “in the ether” 
working on our behalf—Carmen’s 
“agents” negotiate a rate and pay for 
her taxi automatically; Dimitrios’s 
“Digital Me” handles incoming calls 
when he’s busy.

Why aren’t We there Yet?
Despite the passage of 20 years, and it’s 
been quite a 20 years—witnessing the 
birth of the World Wide Web; global 
mobile telephony; smartphones; and 
unimaginable increases in available 
computation, storage, and communica-
tion, especially on personal devices—
we have yet to achieve these ubicomp 
visions. Why is this?

The visions do important work 
in galvanizing the research commu-
nity but aren’t intended to be tem-
plates for ubicomp. They’re works in 
progress that are rightly being called 
into question. Yvonne Rogers chal-
lenges the emphasis on calmness and  
proactive environments that remove 
the need for humans to think for  

themselves, preferring a more human-
centric viewpoint:3

We should consider how ubicomp 
technologies can be designed 
to augment the human intellect 
so that people can perform ever 
greater feats, extending their ability 
to learn, make decisions, reason, 
create, solve complex problems  
and generate innovative ideas.

Rogers also points out the contribution 
to science and learning that could be 
made by ubicomp’s extended sensorial 
purview.

William Gaver explores “ludic be-
havior,” introducing playful systems 
into our daily lives, encouraging us 
to re-experience our environments in 
new ways. In his work, he considers 
the “aesthetic, utilitarian, and practi-
cal issues” involved in a particular lu-
dic system’s creation, and details what 
it can offer.4

Genevieve Bell and Paul Dourish 
question whether ubicomp is always 
destined to be framed as an artifact 
of an unachievable “near future” and 
point out exemplars of technologies, 
such as mobile communications, that 
have reached some degree of ubiquity 
by the 21st century.5 They also direct 
us to question the uniformity of these 

visions—pointing out Scott Manwar-
ing’s observation that real-world in-
frastructures, however uniform they 
might appear, are often messy under-
neath and subject to ongoing work by 
professionals.

state of the nation
There are nascent building blocks of the 
ubicomp visions that hint at the more 
tractable problems and help us identify 
the many challenges that stubbornly re-
main. We briefly review areas that are 

important to constructing more general 
ubicomp systems. 

Ubiquitous Data
In the current social and political cli-
mate, we can’t imagine any kind of 
technology being relied upon as a suf-
ficient guarantor to let us pass through 
airport security without close scrutiny. 
Could we ever trust a ubicomp environ-
ment to do this? The very notion of a ubiq-
uitous, global biometric database, or in-
deed, even an omnipresent ambience, fills 
many with an Orwellian dystopian dread. 
But this scenario raises several important 
questions about the data in ubicomp, its 
trustworthiness, and access to it.

When can we infer with certainty? One 
reason we might not trust ubicomp sys-
tems to recognize our identity is that 
sensed interactions are imprecise obser-
vations of the world, often taken from 
multiple sensors and at varying points 
in time. Ubicomp environments must 
weigh this evidence and make a judg-
ment of when and how to react.

The severity and importance of the 
outcome is certainly application and 
context dependent. The Context Tool-
kit importantly abstracts sensing from 
the application,6 and PersonisAD sepa-
rates rules from application code, open-
ing them up to user scrutiny.7 There’s 

ample scope for better programming 
models that help us reason more cleanly 
about uncertainty, leading us to more 
clearly articulated reactions from ubi-
comp environments.8

Where Is ubiquitous data located? Ubiq-
uitous access to data raises the impor-
tant question of where ubiquitous data 
lives. Certainly, a global ubiquitous 
data store isn’t practical for capacity, 
bandwidth, latency, and availability 
reasons—but neither is it desirable.

Despite the passage of 20 years, we have yet to 

achieve these ubicomp visions. Why is this?
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For many environments, such as 
rooms, homes, companies, and hospi-
tals, the demands for security and pri-
vacy require enforcing conventional or 
physical boundaries. Tim Kindberg and 
Armando Fox refer to this need as the 

“boundary principle” in which “ubi-
comp system designers should divide 
the ubicomp world into environments 
with boundaries that demarcate their 
content.”9 As far as we know, there has 
been little attempt to address the issue 
of data location during the last decade.

How long should data persist? What 
does the environment know about us? 
What should it know and what should 
we trust it with? How long should data 
be retained? What is transient and what 
should persist? Can we delete it, and 
can it be forgotten?

To enact the foreview mirror, Sal 
needs access to information about open 
spaces in the parking lot. Intuitively, it 
seems this should be public information. 
However, if the data is more intrusive 
and can identify particular vehicles or 
people, then suddenly the uses to which 
it can be put are more insidious, and the 
need for tighter control more exigent.

In typical ubicomp systems, data 
is closed to the experimenters who 
deploy the system or experiment, and 
the choice as to what the system keeps 
or forgets is often underarticulated, 
so this issue isn’t addressed. To enable 
open scientific use of ubicomp sensing, 
or even ubicomp crime-scene forensics, 
the issue of data persistence and access 
control comes to the fore. This is even 
more challenging in ubicomp, where 
notions of identity are often weak.

How do we express our privacy wishes? We 
have yet to resolve the issue of what the 
environment tracks and shares and what 
remains private to the individual. Marc 

Langheinrich established some principles 
for guiding privacy-aware design.10 John 
Canny and Yitao Duan build on these to 
establish the prototype of a trustworthy 
smart environment with audio-video 
capture that respects an individual’s 

“data discretion” by encoding access 
rights in the sensor data.11

More recently, John Krumm focuses 
on preserving identity and home-
location privacy from inference attacks 
based on large-scale observations of past 
journeys.12 Krumm nicely highlights 
how, even with minimal information, 
our routines betray us, raising key 
questions for systems philosophy about 
when to release personal data, to whom, 
and when data can be regarded as 
“ours” in the first place.

Interestingly, in all this discussion 
about remote access, it’s worth mention-
ing the converse—data that can only be 
observed if the individual or device is 
present in a given environment. This  
has been used to authenticate an 
individual’s presence, as in Kind-
berg’s formative work on context 
authen tication. On a smaller scale, 
Rene Mayrhofer and Hans Gellersen 
elegantly use shared observations of 
context to securely link two devices 
that are shaken together.13

Understanding the World
The rich simpatico between the physical 
and digital that ubicomp exhibits 
implies comprehensive knowledge of 
users’ whereabouts and activity. Where 
does this computational understanding 
come from and how does it keep pace 
with changes?

Microsoft’s EasyLiving project 
required a detailed 3D model of the 
room, enabling content to be sensibly 
placed to suit its users. In sentient 
computing, actions are triggered based 
on spatial context and relations, such 

as the view and proximity of people 
and artifacts. This necessitates fine-
grained indoor positioning—the 
availability and calibration of which 
is still regarded as challenging and 
expensive.14 One interesting and recent 
approach is to explore “open data,” 
where models are built collaboratively 
and refined incrementally by multiple 
users. Jun-Geun Park and his colleagues 
applied this open crowdsourcing-based 
approach to build a location system 
based on Wi-Fi fingerprinting.15

Over the last decade, we’ve seen 
various applications emerge that relax 
this need for precise models of space 
and the environment. Evan Wellbourne 
explores worn passive RFID tags 
and an array of situated readers for 
context-aware applications,16 such as 
active maps and locating artifacts and 
people. Mik Lamming and Denis Bohm 
detect relative co-presence, rather 
than absolute position, by tagging 
artifacts with simple IR beacons that 
record the identities of other artifacts 
they encounter.17 This enables simple 
contextual applications based on 
patterns and changes of association.

An alternative to infrastructure 
sensing is on-body or wearable sensing. 
Wearable accelerometers have been 
used with machine-learning algorithms 
to determine finer points of context and 
behavior. Julie Keintz and her colleagues 
have shown how you can apply 
context sensing to support children 
with autism and their caregivers.18 
Don Patterson used a combination 
of body-worn sensors with location 
tracking and mobile communication to 
helps individuals with mild cognitive 
disabilities select appropriate methods 
of transportation.19 These exemplify 
a new class of ubicomp as utilitarian, 
educational, and assistive technologies, 
rather than actors of convenience or 
efficiency. Yet there are considerable 
challenges to improving the classifiers’ 
generality and portability and reducing 
the training datasets’ size.20

Outdoors, over the last decade, 
location has become easy to track to 

We have yet to resolve what the environment 

tracks and shares and what remains private.
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within a few tens of meters because of 
GPS, Assisted GPS, Wi-Fi fingerprint-
ing, and cellular-antenna fingerprinting 
capabilities available on many mobile 
phone handsets. These widely available 
platforms have ensured that location 
and its protection and sharing remain 
an important research topic.21 The 
smartphone has proven itself to be a 
versatile tool suitable for a wide range 
of ubicomp applications, including 
recognizing aspects of location and 
emotional state and communicating 
this automatically with the user’s online 
social network.22

systems for a Changing World
The work we’ve surveyed thus far 
can be considered, for the most part, 
to be self-contained: the system is the 
application. Often in the interest of 
expediency, researchers must build 
with the hardware and software 
components available to them, which is 
entirely reasonable. However, this leads 
to unique and complex systems that are 
hard to transfer to new environments, 
owing to the “magic” required to con-
figure and use them,23 and their tight 
binding to their particular building 
blocks and environment.

There have been platform-oriented 
projects, such as the University of 
Illinois at Urbana-Champaign’s Gaia 
and MIT’s Oxygen, which have sought 
a principled separation between 
application and system.24 Such projects 
have enabled researchers to write 
smart-room applications and deploy 
them in multiple locations (UIUC was 
at one point linked internationally to 
the Tokuda Lab at the Keio University 
in Japan).

A key challenge of creating ubicomp 
systems that can be deployed in 
more than one environment and 
for substantial time periods is 
the degree of change or volatility  
experienced.25

Volatility—the changing environment. 
Not only does the world change (and 
thus so should our computational 

under stand ing of it, as alluded to 
earlier), but so do the set of users, 
devices, and software components in an  
environ ment—far more frequently in 
ubicomp systems than in conventional 
distributed systems. This implies the 

creation and destruction of associations—
logical communication relationships—
be tween software components resident 
on the devices. It also implies failures 
where com munication is no longer 
possible between them.

But change also brings opportunities, 
as new resources with different 
capabilities come into play. The system 
must be designed to incorporate 
change and failure within normal 
operating parameters and gracefully 
adapt or degrade appropriately.24 
HP’s Cooltown took a human-centric 
approach based on Web technologies—
artifacts tagged with URIs were 
resolved when users triggered some 
action. The user simply tried again 
when an action didn’t occur.

Adaptation—responding to volatility. 
Several research projects have focused 
on adaptation—the discovery and 
reconfiguration of services and 
their associations to maintain smart 
environments.

Gaia provided adaptation at the 
communication, application-frame-
work, and resource-composition levels.  
Oxygen used a multiagent-based 
system that automatically assembled 
compatible services from components 
and reassembled them after failures. 
Stanford’s Interactive Workspaces  
project followed a data-driven approach, 
where parts of the smart environment 
communicated via an event heap 
rather than directly. An attraction 
of this model is the ability to rewrite 
events to introduce new elements and 
applications into the environment. 

Users can actively do this using a “patch 
panel” application.

Adaptation is also triggered when 
the context changes in context-aware 
systems. Ubicomp environments are 
almost always shared—yet adapting to 

groups of users and devices continues 
to be systematically underexplored in 
the literature.

Evolution—adapting to the unexpected. 
The goal should be “open loop” 
adaptation—that is, a ubicomp environ-
ment should be able to cope with 
users, devices, and software it hasn’t 
seen before. Evolving to incorporate 
unanticipated elements at runtime (and 
in ubicomp, it’s always runtime!) is a 
fascinating unsolved challenge.

We might find elements we can build 
upon. An interesting paradigm found in 
delay-tolerant networks is asynchronous 
processing—communication proceeds 
opportunistically when the resources 
are mutually available. Similarly, 
the Bayou system cleverly exploits 
serendipitous communication when 
in range to resolve a “shared state” in  
“anti-entropy sessions.”26 Aura’s 
cyberforaging lets mobile users exploit 
proximate compute and storage 
resources to reduce battery demand. 
And SpeakEasy transfers mobile code 
to enable recombinant computing so 
that users can walk up and interact 
with devices that they’ve not hitherto 
encountered.27 Interestingly, Smart 
Furniture assembles ubicomp environ-
ments on the fly from peer-smart furni-
ture components, rather than relying 
on capabilities embedded into a smart 
building fabric.28

Programming Ubicomp
It’s not currently possible to write a 
portable ubicomp application. There’s 
neither a common runtime on which 

change also brings opportunities, as new 

resources with different capabilities come into play.
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to share and build nor any ubicomp 
OS vendors. Ten years ago, Kindberg 
and Fox posited the question: What 
does it mean to program hello world 
(the archetypal first program) for 
ubicomp?9 Superficially at least, we’re 
no closer now to knowing the answer 
than we were then.

This doesn’t mean that nascent ubi-
comp environments aren’t program-
mable; they’re often inherently com-
posed of many computational elements, 
which can each be individually pro-
grammed. More mature environments 
(such as Gaia, Oxygen, iROS, and 
Equip) have programming interfaces 
that let high-level application-like be-
haviors be created from system compo-
nents or that can trigger certain actions 
when events occur (sentient computing, 
Context Toolkit, PersonisAD), so that 
components written by experts can be 
assembled by those who are less techni-
cal. Ultimately, this direction leads us 
toward tools to enable programming by 
end users (as in CAMP29).

reducing the infrastructure 
Burden
By its nature, ubicomp requires low-
latency interaction with users and en-
vironments. At least part of a ubicomp 
application must be tightly bound to the 
infrastructure near where the interaction 
is happening. This requirement for lo-
cal infrastructure is a barrier to wide-
scale adoption.

There have been several clever at-
tempts to reduce the burden of or need 

for rolling out dedicated infrastructure 
for enabling a ubiquitous application. 
Jennifer Mankoff demonstrates how to 
use very-low-fidelity sensing (shopping 
receipts, for example) to improve nu-
tritional awareness. Shwetak Patel and 

colleagues have also shown several cun-
ning examples in which machine learn-
ing is applied to “single-point sensing” 
of existing domestic infrastructures—
such as mains wiring, plumbing, and 
heating, ventilation, and air condition-
ing (HVAC) ducting—to reveal behav-
ior throughout the home without the 
need for extra sensors.30

You can also exploit preexisting 
infrastructures. RF fingerprints can 
create location systems such as Right-
SPOT.31 Mixed-reality games exploit 
GPS urban-canyon effects to enhance 
gameplay, and “seamful” games ex-
ploit the boundaries of otherwise invis-
ible infrastructure such as Wi-Fi access 
points as landmarks for games played 
on city streets.32 People can even be 
invited to create their own infrastruc-
tures. Enrico Costanza and his col-
leagues create downloadable interfaces 
that consist of feducials printed on pa-
per that are recognized using commod-
ity webcams (now widely deployed and 
integrated into most laptops) and vision 
techniques.33

Furthermore, 3D printing technol-
ogy is becoming a commodity within 
the budgetary reach of at least schools 
and businesses if not homes. Printable 
electronics is an extremely active re-
search field that’s making great strides. 
Downloadable sensors, RFID tags, and 
displays will likely follow in the next 
decade or so.

Very-low-tech sensing is possible 
by asking users to contribute data di-
rectly or indirectly. Analyzing this data  

(photographs, for example) often re-
quires human perception. An increasing 
number of projects draw on Amazon’s  
Mechanical Turk to reduce the burden 
of digitizing and classifying such input. 
This access to “human processors” is  

exciting for research projects but doesn’t 
scale ubiquitously and raises the more 
general question of who pays for ubi-
comp services (we return to this later).

energy impact and awareness
A major challenge going forward will 
be how to address ubicomp’s energy im-
pact as we enter an era in which we’ll 
have to justify the energy used—and 
“always on” will no longer be deemed 
acceptable. Designing infrastructures 
to be “mostly off” raises profound chal-
lenges in terms of how we structure and 
partition ubicomp systems, especially 
ones presumed ready to interact ubiq-
uitously and always provide access to 
our data.

opportunities to Grow the 
infrastructure
Although a long-lived and large-scale 
ubicomp infrastructure has yet to ma-
terialize, we see opportunities to grow 
the needed infrastructure in technol-
ogy areas not directly motivated by 
ubicomp.

Utility Computing in the Cloud
Utility computing can help realize the 
ubicomp vision by providing large-
scale and long-lived storage and pro-
cessing resources for personal ubicomp 
applications. The notion of a utility that 
makes computing resources available to 
the public, analogous to an electric or 
telecommunications utility, goes back 
at least to the 1960s and the Multics 
project.34 This notion has become a 
reality in recent years with the rise of 
cloud computing services, such as Am-
azon’s Elastic Compute Cloud, which 
offers pay-as-you-use resources in the 
form of virtual machines.

Utility computing offerings to date 
have been mostly aimed at enterprises, 
but we believe that offerings aimed at 
individual consumers will proliferate. 
Cloud computing services for indi-
viduals make natural companions to  
personal mobile devices and future ubi-
comp applications. An early example 
of these services is Apple’s MobileMe, 

a key problem with wider ubicomp adoption 

is the tight coupling with particular embedded 

infrastructures.
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which is evolving into iCloud. Mo-
bileMe and iCloud provide storage for 
common types of personal data (such 
as music, photos, and calendars), and 
they can synchronize this data among 
mobile devices and personal computers.

One limitation of MobileMe, iCloud, 
and similar services is that the set of 
data types and applications they sup-
port are restricted to those approved by 
a single service provider. This limitation 
could be avoided by giving individuals 
control over their own virtual machines 
hosted in the cloud. Such Virtual Indi-
vidual Servers (VISs) offer individuals 
a number of advantages, including im-
proved flexibility, portability, longevity, 
and privacy.35 For example, individuals 
could choose which software packages 
to install on their virtual machines, en-
sure the use of open and portable data 
formats, and control who has access to 
what data. VISs would thus help ad-
dress many of the data location, per-
sistence, and privacy issues discussed 
earlier.

While utility computing in the cloud 
can provide important back-end re-
sources for ubicomp applications, it 
can’t provide all of the necessary infra-
structure. In particular, ubicomp also 
requires widespread infrastructure 
that’s local to its users—for example, 
sensors and actuators in the users’ im-
mediate environment. To grow this lo-
cal infrastructure, we’ll need to develop 
more device-centric technologies such 
as the Internet of Things (IoT).

internet of things
A key problem with wider ubicomp 
adoption is the tight coupling with 
particular embedded infrastructures. 
As discussed, this has led research-
ers to become increasingly ingenious 
in considering how they might ex-
ploit existing infrastructures for other  
purposes—such as the cell phone  
network, power lines, and even smart-
phones and users themselves.

The world we inhabit is getting 
smarter all the time of its own accord, 
courtesy of the government and industry.  

Buildings incorporate sensors and ac-
tuators for HVAC control, motion-
triggered lighting, intruder detection, 
fault detection, and so on. Even homes 
increasingly have security and heating 
systems with room-level sensors that 
detect motion and the opening and 
closing of windows and doors. Some 
commercial appliances (including el-
evators and copiers) can already “call 
home” for engineering support in the 
event of failure. Our cars are becom-
ing densely sensed, not only to monitor 

the car’s operation and the environment 
it encounters but also increasingly for 
passenger safety and comfort. There 
are also sensors in our civic infrastruc-
ture and roads. All this increasing 
“smartness” is surely an opportunity 
to the ubicomp community, provided 
that this infrastructure is open to us.

Kevin Ashton, co-founder of AutoID 
Labs, first used the term IoT in 1999, en-
visioning it as a supply chain with RFID-
tagged or barcoded items (things) offer-
ing greater efficiency and accountability 
to businesses. The AutoID consortium 
continues to investigate tags with em-
bedded sensors and actuators. As Ashton 
wrote in RFID Journal (22 June 2009):

If we had computers that knew 
everything there was to know 
about things—using data they 
gathered without any help from 
us—we would be able to track 
and count everything, and greatly 
reduce waste, loss and cost. We 
would know when things needed 
replacing, repairing or recalling, 
and whether they were fresh or 
past their best.

While this vision might seem fa-
miliar to ubicomp researchers, IoT 

has primarily been about automated, 
thing-to-thing interaction. However, 
IoT is evolving and increasingly implies 
openness—it’s gaining momentum and 
is now the subject of international con-
ferences. The UK government just in-
vested £500,000 to conduct studies on 
forming an open application and ser-
vices ecosystem with “open availability 
of data from ‘things’ and ‘harmonized 
access […] across organizations.’”36

There is an alternative definition 
of IoT: websites such as pachube.com 

make feeds from sensors available us-
ing regular Web protocols. Anyone can 
deploy a sensor, even using hobbyist 
electronics. This has already proven to 
be extremely valuable. Following the 
devastating Tohoku earthquake and 
the ongoing disaster at the Fukushima 
Dai-ichi nuclear power plant, a volun-
teer effort called Tokyo Hackerspace 
initiated a program of workshops on 
how to build Internet-enabled Geiger 
counters whose deployment helped gen-
erate live radiation maps.

In short, ubicomp is low on deployed 
infrastructure, but potential infrastruc-
ture is growing—we just need to harness 
it! We don’t advocate doing this clum-
sily, and we don’t think that everything 
should be ubiquitously open to all—the 
potential for misuse for surveillance, 
control, and cyberterrorist purposes is 
real. Exploiting these opportunities will 
require new ways of opening up access 
to otherwise private or enclosed infra-
structures, which is neither technically 
nor politically trivial.

outlook for Large-scale 
Deployment
Although there have been many success-
ful research prototypes of ubicomp sys-
tems, the technology in such prototypes 

Two of the main issues are more economic than 

technical: Who will pay for ubicomp systems, 

and who will manage them?
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won’t see wide adoption until several 
difficult issues are resolved. Two of the 
main issues are more economic than 
technical: Who will pay for ubicomp 
systems, and who will manage them?

Rolling out ubicomp systems on a 
large scale will require a great deal of 
industry involvement. Ubicomp might 
grow in a grass-roots fashion from the 
experiments put forth by the research 
community, but it’s more likely that 
large investments in infrastructure will 
be required, much as they were needed 
to achieve ubiquitous telecommunica-
tions services. It’s expensive to keep 
such infrastructures working, both 
because faulty components must be re-
paired or replaced, and because compo-
nents must be upgraded as the underly-
ing technology evolves.

The way these investments are repaid 
has important privacy implications. 
One economic model for online services 
is driven by advertising revenue—many 
online social networking services use 
this model. It’s attractive to consum-
ers because the resulting services are 
typically free. However, for the service 
provider, it creates an unavoidable con-
flict of interest between making money 
and protecting customer privacy. These 
conflicts are reflected in the terms of 
service of popular free online services, 
which typically grant the provider vari-
ous rights to use the data contributed 
by the service’s users.

A different model with better privacy 
properties is one where the consumer 
pays the provider for the resources used—
the utility computing services based on 
virtual machines mentioned earlier use 
this model.35 It removes the conflict of 
interest, as reflected in terms of service 
that don’t grant providers any rights to 
user-contributed content. Of course, 
for this model to succeed, ubicomp sys-
tems and their applications must provide 
enough value to their users that payment 
will seem worthwhile. Consumers are 
willing to pay for services they consider 
valuable—such as mobile phone service.

Related to the question of who will 
pay is who will manage the ubicomp 

systems. Individual consumers have 
long proven unwilling or unable to 
manage their personal computer sys-
tems well. There’s no reason to believe 
they’ll prove any better at managing 
ubicomp systems. This observation 
supports having service providers do 
the managing on behalf of consumers.

Managed services would reduce 
complexity for the end user and help 
technology fade into the background. 
However, such services introduce their 
own tension between manageability 
and cost for the provider versus flexibil-
ity and control for the end user. As an 
example, who should own and control 
ubicomp devices such as home thermo-
stats connected to a smart power grid: 
the end user or the service provider? 
What happens when the user’s (local) 
desires to be comfortable conflict with 
the provider’s (global) goals to conserve 
energy? It will take time to resolve these 
payment and management issues.

I n the 20 years since Weiser articu-
lated the ubicomp vision, a large 
and vibrant research community 
has grown around the ubicomp 

concept. Numerous successful proto-
types have been built and evaluated, 
demonstrating the utility of many differ-
ent aspects of ubicomp systems. In that 
same timeframe, digital technology has 
made great advances, enabling products 
and services that complement the ubi-
comp vision and have become part of 
the everyday lives of billions of people.

Arguably the most successful of these 
products is the mobile phone, which 
places increasing amounts of computing, 
sensing, and communication capabilities 
in the hands of a significant portion of 
the earth’s population. However, despite 
this progress and the continuing oppor-
tunities for further advances, formidable 
challenges remain before we can realize 
many of the core ubicomp scenarios—
such as calm computing and ambient 
intelligence—on any large scale.

We’re hopeful that the research com-
munity, the technology industry, and 

society as a whole will combine to 
overcome these obstacles in the years 
to come.
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